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OVERVIEW 
 
The purpose of this document is to assist Applicant Agency Justice Connection (AAJC) users in registering 
new and existing accounts to the multi-factor authentication (MFA) PingID application.  
 
To gain access to the AAJC Portal, all users must register their accounts and complete Multi-Factor 
Authentication (MFA) enrollment through PingID. PingID is a tool that authenticates users and allows them 
access to the AAJC Portal. You can think of PingID as the front door to the AAJC Portal. With each new login, 
you will be prompted for your username, password, and a secondary authentication token also known as a 
One-Time Passcode (OTP) from the PingID application. DOJ requires this to ensure the security of your 
agency responses within the portal. 
 
Please note that you can setup the MFA for either your mobile device or your email. Both your mobile device 
and email can be setup for your account but only one can be selected as the primary authentication type 
when logging into the account. It is required to have at least two authentication types added to your account 
whether it is two emails, an email and a mobile device, or two mobile devices.  
 
Please navigate to the appropriate section of this MFA guide for completing the MFA setup process via 
mobile device or email.  
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NEW USER MULTI-FACTOR 
AUTHENTICATION (MFA) FOR MOBILE  
When your AAJC account is created, you will receive an email from donotreply@doj.ca.gov containing your 
login ID/Username and temporary password. Please see example email below:   
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

mailto:donotreply@doj.ca.gov
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Open your internet browser and navigate to https://aajc.doj.ca.gov. Enter your login ID/Username and 
temporary password provided from donotreply@doj.ca.gov and click on the Sign On button.  
 
Please note this process is time sensitive. The login page will time out after 10 minutes and will display a 
page expired error message. To clear this error message, either click on your bookmarked link or copy and 
paste the link into the browser to log into the website again.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The below screen will appear for you to complete the Multi-Factor Authentication (MFA) setup. Please select 
the Start button to begin the MFA registration process.  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://aajc.doj.ca.gov/
mailto:donotreply@doj.ca.gov
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To complete the MFA setup process via Mobile Device, open the camera on your mobile device and point 
your camera to the computer screen to scan the QR code.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
After scanning the QR code using the camera on your mobile device (instructions on page 4), you’ll see a 
pop-up link displayed on your mobile device. 

1. Click on the link and you’ll be directed to the PingID application within your mobile device app store.  
2. Click on the Install button and once complete click on the Open button.  
3. Click Continue on the Welcome to PingID screen. 
4. Click Continue on the Enable Notifications screen. 
5. A pop-up will appear on your device, select Allow. 
6. It will then prompt you to scan the same QR code again or enter the Pairing Key manually.  
7. After scanning the QR code it will ask you whether you are trying to sign on. Select the Yes option  
8. The below grey screen will appear on your computer screen. Once authentication is complete it will 

turn green on your screen and you’ll be directed to your AAJC account.   
 
You have now completed the MFA setup process. 

Scan QR 
Code 

Scan  
QR Code 

displayed on 
webpage 

Enter key from webpage 
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NEW USER MULTI-FACTOR 
AUTHENTICATION (MFA) FOR EMAIL 
When your AAJC account is created, you will receive an email from donotreply@doj.ca.gov containing your 
login ID/Username and temporary password. Please see example email below:   
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

mailto:donotreply@doj.ca.gov
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Open your internet browser and navigate to https://aajc.doj.ca.gov. Enter your login ID/Username and 
temporary password provided from donotreply@doj.ca.gov and click on the Sign On button.  
 
Please note this process is time sensitive. The login page will time out after 10 minutes and will display a 
page expired error message. To clear this error message, either click on your bookmarked link or copy and 
paste the link into the browser to log into the website again.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The below screen will appear for you to complete the Multi-Factor Authentication (MFA) setup. Please select 
the Start button to begin the MFA registration process.  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://aajc.doj.ca.gov/
mailto:donotreply@doj.ca.gov
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To complete the MFA setup process via email, click on the email icon located at the bottom left of the 
screen.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
After selecting the email icon, you’ll be prompted to enter your email address (same as your login 
ID/username) and select the Next button.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Click on 
Email Icon 

Scan  
QR Code 

displayed on 
webpage 

Enter key from webpage 
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An email from noreply@pingidentity.com 
will be sent to your email address 
containing the one-time passcode to 
complete the pairing with PingID. This 
email will have the subject line Email 
Authentication Pairing. Enter the one-time 
passcode into the required field and select 
the Verify button.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

An email from noreply@pingidentity.com will 
be sent to your email address containing the 
one-time passcode to complete 
authentication. This email will have the 
subject line New Email Authentication 
Request. Enter the one-time passcode into 
the required field and select the Sign On 
button.   
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Enter your passcode 

Enter your passcode 

mailto:noreply@pingidentity.com
mailto:noreply@pingidentity.com
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After selecting the Sign On button you’ll 
receive a green Authenticated screen and 
once authentication is complete you’ll be 
directed to your AAJC account.   
 
You have now completed the MFA setup 
process.  
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EXISTING USERS: ADDING AN 
ADDITIONAL AUTHENTICATION TYPE  
If you have already completed the MFA process for your email or mobile device and would like to add your 
mobile device or email to the account as a second authentication type then please follow the below 
instructions.  
 

1. Open your internet browser and navigate to https://aajc.doj.ca.gov. Enter your login ID/Username 
and password and click on the Sign On button.  

2. Select the settings button at the bottom of the screen. 
 

 
  

https://aajc.doj.ca.gov/
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3. Select the Add button located under the My Devices header. 
 

 
 

4. Select the continue button.  
 
 

 
 
 
 
 
 
 
 
 
 
 

5. An email will be sent to your email address containing the one-time passcode. Enter the one-time 
passcode into the required field or approve the login session from your already registered mobile 
device.  

6. The green authenticated screen will be 
displayed. Once authentication is complete 
the below screen will be displayed.  

7. If adding an additional email address: 
a. Select the email icon and enter the 

new email address and select the 
Next button.  

b. A verification code will be sent to the 
new email address. Enter the code 
that is received and select the Verify 
button.  

c. The email address will be added to 
your devices list.  

8. If adding a mobile device: 
a. Scan the QR code using your mobile 

device.  
b. Click on the pop-up link and install 

the PingID application.  
c. Once complete, open the PingID 

application and follow the prompts. 
d. Scan the QR code again or enter the 

pairing key manually. Once 

Scan  
QR Code 

displayed on 
webpage 

Enter key from webpage 
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authentication is complete, a green check mark will appear on the computer screen and the 
device will be added to your devices list.  
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EXISTING USERS: REMOVING AN 
AUTHENTICATION TYPE  
If you have already completed the MFA process for your email or mobile device and would like to remove 
your mobile device or email from your devices list, then please follow the below instructions.  
 

1. Open your internet browser and navigate to https://aajc.doj.ca.gov. Enter your login ID/Username 
and password and click on the Sign On button.  

2. Select the settings button at the bottom of the screen. 
 

 
  

https://aajc.doj.ca.gov/
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3. Select the downward arrow for the device that you would like to remove.  
 

 
4. Select the continue button.  

 
 

 
 
 
 
 
 
 
 
 

5. An email will be sent to your email address containing the one-time passcode. Enter the one-time 
passcode into the required field or approve the login session from your already registered mobile 
device.  

6. The green authenticated screen will be displayed. Once authentication is complete you’ll be taken 
back to the My Devices page. Select the downward arrow again for the device you would like to 
remove.  

7. Select the delete button at the bottom right of the screen and select the Remove button from the 
confirmation message. The device will be removed from your devices list.  
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